lNporpamma cemuHapa:
«besonacHas IT-cpeaa: Mocrpoit. 3awmtn. 06yun. KOHTPOAUPYH.»

JAarta npoBeaeHHUA ceMHnHapa: 28 ceHTabpsa 2023

Bpemsi: 10:00:00-16:00 (MCK)

YcaoBusn yuyactusi: BECMAATHOE, TpebyeTcs npeaBapuUTEAbHAS PEFUCTPALIMA U MOATBEPXAEHWUE yyacTus

Mecrto npoBeaeHus: r. MockBa «MoHapx Mocksa OTenb», M. AnHamo, AeHUHrpaackuii npocnekt, 31A ctpoeHune 1

09:30 - 10:00 Peructpaums yHaCTHUKOB M YTPEHHUN Kode

10:00 - 10:10 MpmBETCTBEHHOE CAOBO

10:10 - 11:00 Pocnaatdopma - kak IGGEKTUBHO PELLMTL 3aAady NMOCTPOEHUS NAATGOPMbI BUPTyaAM3aLMM U XPaHEHUSI AQHHbIX Ha 6ase
poccuiickoro MOo»

Mo3HakoMUMCH € KoMnaHuen «Pocnaatdopmar U eé npoaykTamu «P-XpaHuauLue» U «P-BupTyanmsaums»

Pacckaxem:

— 06 akocucTeme coBMecTUMoro MO oT poccUCKMX pa3paboTunKoB;

— noyemMy HeAb3s AOMaTb TO, UTO PaboTaeT U KaK MOCTPOUTb «NPABUAbHYHO» MHPPACTPYKTYPY AAS BUPTYaAbHbIX MaLUWH PSAAOM
C CYLLLeCTBYIOLLEW;
— noyemy AAA BUPTyaAn3aLmu BoAbLLIE He HYXXHO MCMOAL30BaTb MOHOAUTHbIE CXA, Aaxe POCCUICKME.

11:00 - 11:50 Phishman - knbepoco3HaHHOCTb COTPYAHUKOB - 3TO BaXHO.

11:50 - 12:40 NabopaTtopus Kacnepckoro - 06bIYHOMO aHTUBMPYCA YKE HEAOCTATOUHO. KaK 3aLLMTUTLCA OT CAOXHbIX YIPO3 U LIeAEeBbIX
aTak. Pasbepem 4 BapuaHTa Ha Ato60M BHOAXET.

— MpOAEMOHCTPUPYEM CAOXKHYHO aTaky Ha NoAb3oBaTeAs, eé obHapyxeHue 1 BAOKMPOBKY.

— YaaneHHo u3oanpyem atakoBaHHble MK, 3abrokMpyeM 3anyck BpeAOHOCOB Ha Apyrux MK.

— poBeaeM paccaepoBaHue HUMAEHTa, chopmupyem loC, NpoBEPUM CETb Ha KOMMPOMETALMIO
12:40 - 13:20 Kooe-6pelik Nel
13:20 - 14:10 RedCheck - KOHTPOAb 3aLUMLLEHHOCTU BHYTPEHHEN IT-MHPaCTPYKTYpbI

Pacckaxem:

— 06 apxuTeKType 1 annapaTtHbix TpeboBaHusAx RedCheck;

— ¢yHKumMsAx RedCheck;

— TEXHOAOTUAX CKaHMPOBAHUSA U NPEUMYLLLECTBA UCNOAb30BaHMKS.

14:10 - 15:00 Staffcop - cuctema paccAeA0BaHUS MHUMAEHTOB BHYTPEHHEH 6e30nacHoCTy.

Pacckaxem, Kak:

— npeaynpexaaTtb 06 yrpo3ax MHGOpPMaLMOHHOM 6e30MacHOCTH;
— NPeAOCTBPaLLATh YTEYKU KOHOUAEHLUMAABHON MHGOPMaLMK;

— YAGAEHHO aAMUHUCTPUPOBATh paboune CTaHLMK;

— BECTM yueT paboyero BpeMeHU NepcoHana;

— paccAepoBaTb MHUMAEHTbI MHGOPMALMOHHOM 6€30MacHOCTM.

15:00 - 15:40 OnbiT UMNopTo3amMelleHusa K «PocatomM» ¢ nprMeHeHUeM coBCTBEHHbIX Pa3paboToK U METOAOAOTUIA.

— Atom.MopT - cuctema murpaumm ¢ Windows Ha Linux B aBTomaTmampoBaHHOM pexume Ao 300 APM 3a HOub.
— Atom.AomeH - aHanor Microsoft Active Directory. MocTpoeHune v ynpaBAeHWe UMNOpTOHe3aBUCUMON UT-MHOPaCTPYKTypO.

15:40 - 16:00 OTBETHI HA BONPOCHI, HehpopManbHOe 06LLeHUE. PO3bIrpblll LLEHHbIX MOAAPKOB.

3aperncTpupoBaTbCs MOXHO Ha oduLmMansHoOM cante: https://5-25.ru/seminar-ib-moskva-28-09-2023
OTnpaBuTb 3aABKy No noute ctrl@5-25.ru
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